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Abstract: To address the issues of privacy budget and quality of service in trajectory differential privacy protection, a
trajectory differential privacy mechanism integrating prediction disturbance was proposed. Firstly, Markov chain and ex-
ponential perturbation method were used to predict the location which satisfies the differential privacy and temporal and
spatial security, and service similarity map was introduced to detect the availability of the location. If the prediction was
successful, the prediction location was directly used to replace the location of differential disturbance, to reduce the pri-
vacy cost of continuous query and improve the quality of service. Based on this, the trajectory privacy budget allocation
mechanism based on w sliding window was designed to ensure that any continuous w queries in the trajectory meet the
e-differential privacy and solve the trajectory privacy problem of continuous queries. In addition, a privacy customization
strategy was designed based on the sensitivity map. By customizing the privacy sensitivity of semantic location, the pri-
vacy budget could be customized to improve its utilization. Finally, the validity of the scheme was verified by real data
set experiment. The results illustrate that it offers the better privacy and quality of service.
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